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Version ID

Release Date

Notes?

v3.2

2022-06-29

Updated chapters: 4.2 | 8.

New chapters: none

Deleted chapters: 4.

Proofreading chapters: 1.4 | 1.5 ] 2.4 | 5.2

GENERAL NOTES:

o We now support new request header “TPP-Decoupled-Preferred”
that can be used for choosing DECOUPLED flow. For more info and
system behavior in combination with “TPP-Redirect-Preferred”
request header, please refer to the updated chapter 4.2.

o We have published a new document that regulates procedure for
TPP when creating support request for Production environment.
We advise all TPPs that use our Production environment to read
and distribute it internally on a need-to-know basis.

v3.1l

2022-03-25

Updated chapters: 3.1 | 4.
New chapters: 1.4 | 1.5|25|5.|6.] 7.
Deleted chapters: 4.1 | 4.2 | 4.3

GENERAL NOTES:

o This version has been updated with data on how to use
“Decoupled” flow where PSD2 resource can be authorized via
“push” notification on PSU mobile banking app.

o Also, there has been provided more details on AIS resource rules
(frequencyPerDay, accessing transaction history and pagination).

o Regarding the PIS resource, there has been provided info on
initiation of single payments without debtor account.

IMPORTANT NOTICE: We would like to announce that HPB will stop
supporting authorization using the here specified “simple” Redirect flow.
As per RTS, this change will not happen within next 3 month (starting from
the release of this document version) allowing all TPPs to reconsider their
implementation processes. Exact date of this change will be additionally
announced on HPB official website within PSD2 dedicated page:
https://www.hpb.hr/hr/psd2-hpb-open-api-portal/318 TPP can continue
to use oAuth Redirect flow or Decoupled flow instead.

L * Updated chapters: It contains a significant change - newly inserted/deleted/updated info.

* New chapters: It contains data about new functionalities/limitations or other guidelines.
* Deleted chapters: When deleted, the specified chapter number refers to number it had in previous version.

* Proofreading chapters: No significant change has been made — only corrections to typo, grammar, and spelling

mistakes or providing better explanations.
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Glossary / List of Abbreviations and Terms Used in this Document

Abbreviation /
Term

Expansion / Description

TPP Third party provider -> A legal entity acting either as AISP, PISP, PIISP.

AlS Account Information Services

PIS Payment Initiation Services

PSU/User Indiv'!dual (pérson) that represents itself s9|e|y or ihdividual'granted with certain
banking services on behalf of corporate client (business entity).

PSU-ID Represents OIB -> national personal identification number of natural person (11
digits).

1AM Identity and Access Management system

CA Certification Authority

OAuth 2.0 Industry-standard protocol for authorization

SCA Strong Customer Authentication

CoF/FCS Confirmation of Funds/Funds Check Service

Redirect flow

SCA approach where PSU uses PSD dedicated system (X2A interface) for
authorization.

Decoupled flow

SCA approach where PSU uses HPB mobile banking app/token (mHPB) for
authorization.
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1. Introduction

This document is used to describe the functionalities of the HPB PSD2 Open APl in Production environment.

1.1. Purpose

Purpose of this document is to provide details on how to use the product from a functionality point of view.

1.2. Intended audience

Main audience of this document are TPPs that want to register their application at bank in order to use
PSD2 APl methods exposed by the bank.

1.3. Scope

Descriptions in this document describe the following processes and flows:

1. TPP application registration
2. Creating and authorizing resources
3. Using different methods of authorization

1.4. Generalinstructions for implementation

Hrvatska PoStanska Banka d.d. (hereinafter: HPB) is a member of Croatian Banking Association (hereinafter:
HUB) and follows HR-Specific implementation guidelines — National PSD2 framework. For more details on
that, TPP is advised to check website of HUB: https://www.hub.hr/en/psd2-open-api

For HPB PSD2 Open API, TPP should be aware that there are certain headers that should be included in
every request in order to be successful:

e PSU-ID?: OIB value (mandatory header, variable, see Glossary),
e PSU-ID-Type: “customerNumber” (mandatory header, fixed value),
e X-Request-ID: GUID/UUID value (mandatory header, variable, generated by TPP).

TPP should regularly check HPB PSD2 dedicated webpage that contains our official documentation and
announcements: https://www.hpb.hr/hr/psd2-hpb-open-api-portal/318

Open API base URL: https://api.openbanking.hpb.hr (hereinafter: “{{ApiBaseUrl}}”)

IAM base URL: https://iam.openbanking.hpb.hr (hereinafter: “{{lamBaseUrl}}”)

Berlin Group-Implementation Guide: Please note that HPB PSD2 Open APl is based on v1.3.9 of BG-IG.

Refresh token: Not supported.

2 For corporate clients, it represents the PSU-ID of the authorized natural person that must be registered at the Bank’s
system and must have any of the online channels active. PSU-ID (OIB) of corporate client is not used at all.
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1.5.  Supported AIS options and PIS products

HPB supports the following products:

e Account Information Service (consents)

o Dedicated consent

o Global consent

o Bank-Offered consent
e Payment Initiation Service (single and bulk payments)

o payments/domestic-credit-transfers-hr (HRK only)
payments/instant-domestic-credit-transfers-hr (HRK only)
payments/sepa-credit-transfers (EUR only)
payments/cross-border-credit-transfers*
payments/hr-rtgs-payments
payments/target-2-payments*

o bulk-payments/pain.001-credit-transfers* (HRK only)
e Signing Basket

o Supports grouping of same-type single payments only

O O O O O

* Available to Corporate clients only (business entity).

2. Registration

2.1.  Goal

Register your application in order to gain access to PSD2 API exposed by the bank.

2.2. Preconditions

Obtained valid X509 Certificate from trusted CA that satisfies requirements stated in ETSITS 119495V1.2.1
directive.

Installed Postman or similar application.

2.3. How to access

Through the API call from TPP application, Postman client or similar apps.
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Overview

In order to use PSD2 services exposed by the bank, TPP needs to make a request to the specific endpoint
in order to register itself and to get credentials that are needed for OAuth2 SCA. Endpoint that is used for
TPP application registration is: POST {{lamBaseUrl}}/connect/register.

The payload of this request must be in JSON format and must contain following fields:

Redirect URIs (redirect_uris)

Required, list of URIs that TPP wants to register for redirection after successful completion of
OAuth2 flow

Post Logout Redirect URIs (post_logout_redirect_uris)

Optional, list of URIs that TPP wants to register for redirection after user logs out from the IAM
application

Logo URI (logo_uri)

Optional, URI to client logo

Front Channel Logout URI (front_channel_logout_uri)

Specifies logout URI at client for HTTP based front-channel logout

Back Channel Logout URI (back _channel_logout_uri)

Specifies logout URI at client for HTTP based back-channel logout

Client URI (client_uri)

Optional, URI to further information about TPP

Example payload:

{

"post_logout_redirect_uris": [
"https://www.example.com/oauth2/callback"

1,

"client_uri": "https://www.example.com/app",

"logo _uri": "https://www.example.com/logo.svg",

"redirect_uris": [
"https://www.example.com/oauth2/callback"

]
}
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In order to successfully perform Mutual TLS with the IAM application, TPP needs to provide X509 Certificate
for authentication and to sign requests using private key that is associated with the public key from used
certificates. To achieve this in Postman go to File->Settings. In new window click on Certificates tab. There
is a button called Add Certificate under Certificates tab.

Certificates

CA Certificates

The file should consist of one or more trusted certificates in PEM format.

Client Certificates

Add and manage S5L certificates on a per domain basis.

Figure 1: Adding certificate for Mutual TLS

Clicking on this button will open new window. In this window you need to fill in following fields:

Host

Required, base path to the IAM application

CRT file

Path to the file that contains X509 Certificate in PEM format

KEY file

Path to the file that contains Private Key in PEM format

PFX file

Path to the file that contains both X509 Certificate and Private Key in PFX format
Passphrase

Passphrase for opening PFX file

TPPs that have CRT and KEY files should not use PFX file and Passphrase fields, also, TPPs that have
certificate in PFX format should not use CRT file and KEY file fields.

Upon completion, TPP should send a registration request: POST {{lamBaseUrl}}/connect/register. If the
request was successful, TPP will get a response that looks similar to this example:
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"client _id": "63.certificate”,
"client_secret": "Certificate thumbprint",
"client_name": "63 Certificate Client",

TPP Implementation Guide v3.2

"grant_types": "authorization_code,password,client_credentials”,
"scope": "PSD2 PIS:<paymentId> AIS:<consentId>",

"client_uri": "https://www.example.com/app",
"logo_uri": "https://www.example.com/logo.svg",

"redirect_uris": [

"https://www.example.com/oauth2/callback"

1,

"post_logout_redirect_uris": [
"https://www.example.com/oauth2/callback"

1,

"front_channel_logout_uri": null,
"back_channel_logout_uri": null

}

This response contains data that will be needed later for starting the OAuth2 flow for authorizing AIS and

PIS resources. Response contains following fields:

Client Id

Id of client that was created for TPP during registration

Client Secret

Secret for the created client. If this field has value “Certificate Thumbprint” that means that secret
for the created client is thumbprint from certificate that was used for TPP registration

Client Name

Friendly client name
Grant Types

Allowed grant types
Scope

Allowed scopes

Client URI

Logo URI

Redirect URIs

Post Logout Redirect URIs
Front Channel Logout URI
Back Channel Logout URI
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Certificate management

If TPP certificate for PSD2 services has been changed, the following should be done:

> Renewed certificate: If TPP certificate has expired, TPP should renew it and then make a new

request with a new certificate, as described previously, to an endpoint: POST
{{lamBaseUrl}}/connect/register. If a new certificate is attached and valid and if the Issuer and
Subject match to previously registered one, TPP certificate will be updated in our system.

New certificate: If the Issuer or Subject of the certificate has changed, you should complete full
registration, as previously described. It will be considered as a new client_id.
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3.1. Goal

Goal of this section is to successfully create AIS resource (consent) and PIS resource (payment), to start
authorization for created resources and to authorize resources using the OAuth2 protocol.

In order to use this method of authentication, TPP should add extra headers to the POST request when
creating resource, specified here:

e TPP-Redirect-Preferred: true (optional, recommended)
e TPP-Redirect-URI: https://example.com/OK (mandated for oAuth flow)
e TPP-Nok-Redirect-URI: https://example.com/NOK (optional)

3.2. Creating and authorizing AlS resources

3.2.1. Creating AIS consent

In order to read account details/transactions/balances (depending on scope of consent), TPP needs to get
consent from user. First step in doing this is creation of consent resource. To do this TPP has to make call
to POST /v1/consents endpoint. Request should have payload that is similar to this (for full description of
payload and headers refer to Berlin Group NextGen PSD2 Documentation):

Request example:

{

"access": {

"availableAccounts": "allAccounts"

}I

"recurringIndicator": true,
"validUntil": "YYYY-MM-DD",
"frequencyPerDay": 4,
"combinedServiceIndicator": false

As in guide for TPP application registration, TPP should add certificate that will be used for Mutual TLS.
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3.2.2. Starting authorization for AlS consent

When consent resource is successfully created, TPP has to make «call to: POST
/v1/consents/{consentld}/authorizations endpoint where consentld is id of the consent that was previously
created. If the authorization was successfully created, response payload should be similar to this:

TPP Implementation Guide v3.2

{

"scaStatus": "received",
"authorizationId": "9eb52ecef8e8044dfadaebed30ce0494£f",
"scaMethods": [
{
"authenticationVersion": "1.00",
"authenticationMethodId": "SCA Method 3",
"name": "SCA Method 3"
}
1,
" links": {
"scaOAuth": {
"href": "https://iam.sandbox.openbanking.hpb.hr/"
}I
"scaStatus": {
"href": "vl/consents/599c4cbb-34f2-4b01-820d-eb0d86dffal5/authorisati-

ons/9e52ecefB8e8044dfadaebed30ce0494£"
}I
"confirmation": {
"href": "vl/consents/599c4cbb-34f2-4b01-820d-eb0d86dffal5/authorisati-
ons/9e52ecef8e8044dfadaebed30ce0494f"

}
}

3.2.3. AIS consent authorization using OAuth2 protocol

For authorizing Consent using OAuth2 flow, TPP needs URL from scaOAuth field. To start OAuth2 protocol,
TPP has to redirect client from its application to IAM application. Endpoint on which user needs to be
redirected is scaOAuth/connect/authorize, where scaOAuth is value of corresponding field in the response
of the request for starting the authorization. User should be redirected with following query parameters:

e Grant Type (grant_type) — This field needs be equal to code

e Response Type (response_type) — This field needs to be equal to code

o Redirect URL (redirect_uri) = URL on which TPP wants user to be redirected after finishing SCA,
should be equal to some of URLs that are provided on TPP application registration under the
Redirect URIs field

o (Client ID (client_id)—Id of client that was created for TPP on TPP registration

e Scope (scope) —Scope should have value that equals to AlS:<consentld> where <consentld> should
be replaced with id of the consent that we want user to authorize

Redirect URL should be in format similar to this:

https://iam.sandbox.openbanking.hpb.hr/connect/authorize?client_id=client.id&scope=AlS:e3bf80a0-
996e-47e5-8840-b3b83eaa29ed&redirect_uri=https://www.redirect.com/oauth-
callback&grant_type=code&response_type=code
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If user has done authentication successfully, user will be redirected to the URI that TPP provided in
redirect_uri field with following parameters in string format:
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e Code (code) — one-time code that will be used for obtaining access token by TPP
e Scope (scope) — scopes that were granted
e Session State (sessionState) — this field can be omitted

TPP should make a request for access token in this callback method. This access token will be used as
authorization data that is required for consent authorization. To obtain access token, TPP has to send a
request to POST scaOAuth/connect/token/mtls, with content type application/x-www-form-urlencoded
and following parameters in request body:

o (Client ID (client_id) - Id of client that was created for TPP on TPP registration

e Scope (scope) — this field should be equal to the scope parameter received in callback
e Code (code) — code that was received in callback

e Redirect URI (redirect_uri) — redirect URI that was used | /connect/authorize request
e Grant Type (grant_type) — This field needs to be equal to "authorization_code"

As in guide for TPP application registration, TPP should add certificate that will be used for Mutual TLS.
Response body of the successful request will contain access token.

Response example:

{

"access_token":
"eyJhbGci0iJIUzIINiISInR5cCI6IkpXVCI9.eyIzdWIiOiIXMjMONTY30DkwIiwibmFtZSI6IkpvaG4gRGOl
TiwiaWFOIjoxNTE2MjM5MDIyfQ.ST1KxwRISMeKKF2QT4fwpMeJf36P0Ok6yIV_adQssw5c”,

"expires_in": 3600,

"token_type": "Bearer"

}

3.2.4. Finishing authorization

In order to finish consent authorization, TPP needs to send a request to PUT
/Vv1/consents/{consentld}/authorisations/{authorisationld}. Consent ID is id of consent that is authorizing,
and authorizationld is id of authorization resource that was created for consent authorization.

Request body of this field has to be in application/json format and must contain field
“scaAuthenticationData”. Value of this field has to be equal to the access token that was obtained through
the OAuth2 protocol.
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Request body example:

{

"scaAuthenticationData":
"eyJhbGci0ilSUzIINiIsImtpZCI6IjU20TIGQzc2RkI1Qjk40TBCQUFGQOICQUYYOTQYNDZDQjUzMzdEMEYiL
CJ0eXAi0iJKV1QiLCIANXQi0iJWcEwAZHZOYM1KQzZyOHU20HBRa2IMVXpmUTgifQ.eyJuYmYiOjE2NDY5Mjgz
ODAsSImVAcCIBMTYONjkzMTk4MCwiaXNzIjoiaHROCHMELY9pYWOUdGYzdC5vcGVuYmFua2luZy50cGIuaHIilC
JhdWQiOlsiaHROCHM6LY9pYWOUdGVzdC5vcGVuYmFua2luZy50cGIuaHIvemVzb3VyY2VzIiwiQXNzZWNVUOVF
L1BTRDIiXSwiY2xpZW50X21kIjoiMjUudnJ1YmFjLnRwcC1zdXB1dXMiLCIzdWIiOiI@ODMA0GIjMiliMWVmLT
Q5NjAtYTBiMCOIMDk5Yzk@OWNhYzYiLCIhdXRoX3RpbWUiOjE2NDY5MjgzNzUsImlkcCI6ImxvY2FsIiwicHIv
dmlkZXIiOiIyNSIsImIhbmtfaWQiOiIxIiwiY3VzdGotZzXIfbnVtYmVyIjoiMzkINTQ3NDM5MzEiLCI1c2VyX2
ShbWUi0iIzOTUINDcOMzkzMSIsInVzZXItdHIwWZSI6INVzZXIiLCIwYXJ0eSlraW5kIjoiaW5kaXZpZHVhbCIs
ImUtYmFua2luZyI6ImUtYmFua2luZylub251TiwiaXBfYWRkcmVzcyI6IFE3MidyNydwlLjk4Iiwic2NvcGUiOl
siQUITOj1jMmIKNmESLT1kNzAtNDESMy@4MDYz LWRMOTQyYjBiZGZ1Z2CJdLCIhbXIi0lsicHdkI119.X-
E90ia7r2ds8b4NiRIYtZeBMkoMnqorTH1zGe9dgDENMK7Bh4SBjFAfxWiqgiXmdSFesgx-
SnHWgbL5C1v_A10WiQ9Ghh-1UB0jJAchX32YtR1Qpaakux3Ew1PyTtCA-
XVHorc_2rI3o0Yd9aUSf{fUA4BqUxkT7sMHphMi_kyPRFxyuBvSFRTHHeF3D2Z3jDFKuVIVXnEsa6GjVimv3_Ek
Fp5huql103fRt_2kpdY4d4wlgIltm-
741dKwYRM2pVUZOrTsNFFL1rkXPYUEAMUeJpzUd9MrooOTrJkhAy3YI2Ks8AEKydv1jtLVMYJyRo1RRjsWzzfe
_Y60ZQaRubvg"

}

TPP Implementation Guide v3.2

3.3. Creating and authorizing PIS resources

3.3.1. Creating payment resource
To create payment TPP has to make call to POST /v1/{payment-service}/{payment-product} endpoint.

Request example (for full description of payload and headers refer to Berlin Group NextGen PSD2
Documentation):

{
"debtorAccount": {
"iban": "HR1223900010000000000",
"currency": "HRK"
}I
"instructedAmount": {
"currency": "HRK",
"amount": "11.26"
by
"creditorAccount": {
"iban": "HR5423400091111111111"
}I
"creditorName": "John Doe",
"creditorAddress": {
"streetName": "Test street",
"puildingNumber": "1",
"townName": "ZAGREB",
"postCode": "10000",
"country": "HR"
}I
"remittanceInformationUnstructured": "Free description here",
"requestedExecutionDate": "YYYY-MM-DD"

}

As in almost all previous requests, TPP should add certificate that will be used for Mutual TLS.
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3.3.2. Starting authorization for payment resource

When payment resource is successfully created, TPP has to make call to: POST /vi1/{payment-
service}/{payment-product}/{paymentid}/authorisations endpoint where paymentlid is id of the payment
resource that was previously created. If the authorization was successfully created, response payload
should be similar to this:

TPP Implementation Guide v3.2

{

"scaStatus": "received",
"authorizationId": "c7cce6816£f404d8c977d96b3627db142",
"scaMethods": null,
" links": {
"scaOAuth": {
"href": "https://iam.sandbox.openbanking.hpb.hr/"
}I
"scaStatus": {
"href": "vl/payments/domestic-credit-transfers-

hr/c2e2de8d641f471dbf4bl7eb36d89fbe/authorisations/c7cce6816£404d8c977d96b3627db142"
}I

"confirmation": {
"href": "vl/payments/domestic-credit-transfers-
hr/c2e2de8d641£f471dbf4b17eb36d89fbe/authorisations/c7cce6816£404d8c977d96b3627db142"
}
}
}

3.3.3. Payment resource authorization using OAuth2 protocol

For authorizing payment resource using OAuth2 flow, TPP needs URL from scaOAuth field. To start OAuth2
protocol, TPP needs to redirect client from its application to IAM application. Endpoint on which user needs
to be redirected is scaOAuth/connect/authorize, where scaOAuth is value of corresponding field in the
response of the request for starting the authorization. User should be redirected with following query
parameters:

e Grant Type (grant_type) — This field needs be equal to code

e Response Type (response_type) — This field needs to be equal to code

e Redirect URL (redirect_uri) — URL on which TPP wants user to be redirected after finishing SCA,
should be equal to some of URLs that are provided on TPP application registration under the
Redirect URIs field

o (Client ID (client_id)—Id of client that was created for TPP on TPP registration

e Scope (scope) — Scope should have value that equals to PIS:<paymentld> where <paymentld>
should be replaced with id of the payment resource that we want for user to authorize

Redirect URL should be in format similar to this:

https.//iam.sandbox.
openbanking.hpb.hr/connect/authorize ?client_id=id.client&scope=PIS:783867aab4bc439291c6c5e2e6b3d
béf&redirect_uri=https.//www.returnurl.com/oauthcallback&grant_type=code&response_type=code

If user has done authentication successfully, user will be redirected to the URI that TPP provided in
redirect_uri field with following parameters in string format:
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o Code (code) — one-time code that will be used for obtaining access token by TPP
e Scope (scope) — scopes that were granted
e Session State (sessionState) — this field can be omitted

TPP Implementation Guide v3.2

TPP should make a request for access token in this callback method. This access token will be used as

authorization data that is required for payment resource authorization. To obtain access token, TPP has to
send a request to POST scaOAuth/connect/token/mtls, with content type application/x-www-form-

urlencoded and following parameters in request body:

o (Client ID (client_id) - Id of client that was created for TPP on TPP registration

e Scope (scope) — this field should be equal to the scope parameter received in callback
e Code (code) — code that was received in callback

e Redirect URI (redirect_uri) — redirect URI that was used | /connect/authorize request
e Grant Type (grant_type) — This field needs to be equal to authorization_code

As in guide for TPP application registration, TPP should add certificate that will be used for Mutual TLS.

Response body of the successful request will contain access token.

Response example:

{

"access_token":
"eyJhbGci0iJSUzIINiIsImtpZCI6IjU20TIGQzc2RkI1Qjk40TBCQUFGQOICQUYYOTQYNDZDQjUzMzdEMEY1iL
CJ0eXAi0iJKV1QiLCI4ANXQiOiJIWcEw4ZHZOYm1KQzZyOHU20HBRa2IMVXpmUTgifQ.eyJuYmYiOjE2NDY5Mjgz
ODAsImV4cCI6MTYONjkzMTk4MCwiaXNzIjoiaHROCHM6LY9pYWOUdGYzdC5vcGVuYmFua2luZy50cGIuaHIiLC
JhdWQi0lsiaHROCHMELY9pYWOUdGVzdC5vcGVuYmFua2luZy50cGIuaHIvemVzb3VyY2VzIiwiQXNzZWNvUOVF
L1BTRDIiXSwiY2xpZW50X21kIjoiMjUudnJ1lYmFjLnRwcC1zdXB1dXMiLCIzdWIiOiI@ODMA0GIjMi1liMWVmLT
Q5NJjAtYTBiMCOIMDk5Yzk@OWNhYzYiLCIhdXRoX3RpbWUiOjE2NDY5MjgzNzUsImlkcCI6ImxvY2FsIiwicHIv
dmlkZXIiO0iIyNSIsImJIhbmtfaWQiOiIxIiwiY3VzdG9tZXIfbnVtYmVyIjoiMzkINTQ3NDM5MzEiLCI1c2VyX2
S5hbWUi0iIzOTUINDcOMzkzMSIsInVzZXItdHIwZSI6INVZzZXIilCIwYXJI0eSlraW5kIjoiaW5kaXZpZHVhbCIs
ImUtYmFua2luZyI6ImUtYmFua2luZylub251TiwiaXBfYWRkcmVzcyI6IjE3MidyNy4wLjk4Iiwic2NvcGUiOl
siQUITOj1jMmIKNmESLT1kNzAtNDESMy@4MDYZzLWRMOTQyYYjBiZGZ1ZCJdLCIhbXIi01sicHdkI119.X-
E90ia7r2ds8b4NiRIYtZeBMkoMnqorTH1zGe9dgDENMK7Bh4SBjF4fxWiggiXmdSFesgx-
SnHWgbL5C1v_A10WiQ9Ghh-1U@0jJAchX32YtR1Qpaakux3Ew1lPyTtCA-
XVHorc_2rI3o00Yd9aUSffUA4BqUxkT7sMHphMi_kyPRFxyuBvSFRTHHeF3D2Z3jDFKuVIVXnEsa6GjVimv3_Ek
Fp5huql03fRt_2kpdY4d4wlgIltm-
741dKwYRM2pVUZOrTsNFFL1rkXPYUEAMUeJpzUd9MrooOTrJkhAy3YI2Ks8AEKydv1jtLVMYJyRo1RRjsWzzfe
_Y60ZQaRubDvVg",

"expires_in": 3600,

"token_type": "Bearer"

}
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3.3.4. Finishing authorization
In order to finish payment resource authorization, TPP has to send a request to PUT /v1/{payment-
service}/{payment-product}/{paymentid}/authorisations/{authorisationid}. Payment id is id of payment
resource that is authorizing, and authorization id is id of authorization resource that was created for
payment resource authorization.

TPP Implementation Guide v3.2

Request body of this field has to be in application/json format and must contain field
scaAuthenticationData. Value of this field has to be equal to the access token that was obtained through
the OAuth2 protocol.

Request body example:

{

"scaAuthenticationData":
"eyJhbGci0iJSUzIINiIsImtpZCI6IjU20TIGQzc2RkI1Qjk40TBCQUFGQOICQUYYOTQYNDZDQjUzMzdEMEYiL
CJ0eXA101JKV1QiLCIANXQi0iIWcEw4ZHZOYm1KQzZyOHU20HBRa2IMVXpmUTgifQ.eyJuYmYiOjE2NDY5Mjgz
ODAsSImVAcCI6GMTYONjkzMTk4MCwiaXNzIjoiaHROCHMELY9pYWOUdGYzdC5vcGVuYmFua2luZy50cGIuaHIilC
JhdWQiOlsiaHROCHM6LY9pYWOUdGVzdC5vcGVuYmFua2luZy50cGIuaHIvemVzb3VyY2VzIiwiQXNzZWNvUOVF
L1BTRDIiXSwiY2xpZW50X21kIjoiMjUudnJ1lYmFjLnRwcC1zdXB1dXMiLCJIzdWIi0iI@ODM4A0OGI jMiliMWVmLT
Q5NJjAtYTBiMCOIMDk5Yzk@OWNhYzYiLCIhdXRoX3RpbWUiOjE2NDY5MjgzNzUsImlkcCI6ImxvY2FsIiwicHIv
dmlkZXIiO0iIyNSIsImJIhbmtfaWQiOiIxIiwiY3VzdG9tZXIfbnVtYmVyIjoiMzkINTQ3NDM5MzEiLCI1c2VyX2
5hbWUi0iIzOTUINDcOMzkzMSIsInVzZXItdHIWZSI6INVZzZXIiLCIwYXJ0eSlraW5kIjoiaW5kaXZpZHVhbCIs
ImUtYmFua2luZyI6ImUtYmFua2luZylub251TiwiaXBfYWRkcmVzcyI6IFE3MidyNydwlLjk4Iiwic2NvcGUiOl
siQUITOj1jMmIKNmESLT1kNzAtNDESMy@4MDYz LWRMOTQyYjBiZGZ1Z2CJdLCIhbXIi0lsicHdkI119.X-
E90ia7r2ds8b4NiRIYtZeBMkoMnqorTH1zGe9dgDENMK7Bh4SBjFAfxWiqgiXmdSFesgx-
SnHWgbL5C1v_A10WiQ9Ghh-1U@0jJAchX32YtR1Qpaakux3Ew1lPyTtCA-
XVHorc_2rI300Yd9aUSffUA4BqUxkT7sMHphMi_kyPRFxyuBvSFRTHHeF3D2Z3jDFKuVIVXnEsa6GjVimv3_Ek
Fp5huql03fRt_2kpdY4d4wlgIltm-
741dKwYRM2pVUZOrTsNFFL1rkXPYUEAMUeJpzUd9MrooOTrJkhAy3YI2Ks8AEKydv1jtLVMYJyRo1RRjsWzzfe
_Y60ZQaRuDvg"

}
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4. AIS and PIS resources using the Decoupled flow

TPP Implementation Guide v3.2

4.1. Description and Preconditions

Goal of this section is to describe how to use decoupled flow for authentication and authorization.

Decoupled flow of authentication extends available methods for TPP and PSU. In order to use this approach,
there are several conditions that need to be met:

e PSU needs to have active mobile banking app service or active mobile token service — all available
in bank’s single mobile application named mHPB available on Android, iOS and Huawei OS,
e PSU mobile device must not be disabled for push notifications from mHPB.

When using DECOUPLED flow as SCA approach, PSU will receive push notification within mHPB mobile
banking application that will allow user to perform a secure login, have overview of TPP data for related
consent or payment and perform SCA.

It is important to emphasize that Decoupled flow fully completes/authorizes AIS or PIS resource and
therefore, TPP does not need to send any additional requests to our API (like accessToken within PUT
request Redirect flow).

4.2. Creating resources

To create AlS or PIS resource, use request body as usual.

In order to use this method of authentication, TPP should add extra headers to the POST request when
creating resource, specified here:

e TPP-Decoupled-Preferred: true (mandatory; or any other proper combination from the table below)
e TPP-Redirect-URI: https://example.com/OK (optional),
e  TPP-Nok-Redirect-URI: https://example.com/NOK (optional).

| TPP-Redirect-Preferred | TPP-Decoupled-Preferred |

not present TRUE DECOUPLED

not present FALSE REDIRECT
TRUE not present REDIRECT
FALSE not present DECOUPLED
FALSE TRUE DECOUPLED
TRUE FALSE REDIRECT
TRUE TRUE DECOUPLED
FALSE FALSE REDIRECT

not present not present REDIRECT

List of possible combinations and the resulting system behavior.
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4.3.  Starting authorization
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To start authorization on AlS or PIS resource, use request body and request headers as usual. If everything

is OK, you will receive statusCode=201.

”n_n

In case of response statusCode=201 and element “scaStatus”="psuldentified” in response body, PSU will

instantly receive push notification on the mobile device that can be opened and authorized with SCA

available on mobile banking app.

In case of any other statusCode or any error in response body, TPP should consider that this PSU is not
capable of receiving push notifications and should choose another method for authorization (oAuth

Redirect flow) by creating new resource and initiating new authorization.

Response example:

{
"scaStatus": "psuldentified",
"authorizationId": "d4efd448500£44378340057418d578£f9",
"scaMethods": null,
" links": {
"updatePsuAuthentication": {
"href": "vl/payments/domestic-credit-transfers-
hr/6£3a688f71274643a799%aed6c2dfa227/authorisations/d4efd448500£44378340057418d578£9"
by
"scaStatus": {
"href": "vl/payments/domestic-credit-transfers-
hr/6£f3a688f71274643a79%aed6c2dfa227/authorisations/d4efd448500£44378340057418d578£9"
}
}
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5. AIS resource implementation guidelines
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Goal of this section is to help TPPs to have a seamless implementation with our PSD2 APl and according to
Berlin Group, RTS and Croatian national framework for PSD2.

5.1. Parameter “frequencyPerDay”

This parameter determines for how many times during a day (during a 24-hour timeframe; 00:00-23:59)
TPP can make requests for a given consent, without PSU presence. The value must be in range of 1 to 4 and
is set and validated during a creation of AlS resource.

HPB supports this parameter as described: If consent is valid and request is made without PSU presence,
HPB will group all requests made by TPP in given timeframe and count them as one request. The length of
the timeframe is set to 4 minutes.

Example: If ,frequencyPerDay” parameter is set to '4', it will allow TPP to have four timeframes daily to
make multiple number of requests and all requests within each timeframe will be counted as one.

Requests that are made with valid “PSU-IP-Address” header are considered to be actively initiated by the
PSU and therefore are not counted against , frequencyPerDay” parameter.

5.2.  Transactions history

As per Delegation on RTS, TPP is allowed to access PSU transactions history for a maximum of 90 days in
past. To access history older than 90 days, PSU must perform SCA every time.

HPB supports this feature as described: After PSU successfully authorizes AIS consent, TPP will be granted
permission to access unlimited transactions history of PSU (Note: not older/further than on other online
and mobile banking channels), but only during a first request to the endpoint: GET
vl/accounts/{{resourceld}}/transactions

To make a successful request and access transactions history, TPP should be aware that query parameters
for bookingStatus® and dateFrom* must always be provided. Query parameter dateTo® is optional, and if
not provided, it will be considered as currentDate.

Any other request for transactions history (apart first one ever during a consent validity) will be checked
against 90-days rule.

3 Supported query parameters: booked. Parameters information/pending/both/all are not supported currently and
will always return an empty array.

4 Must be in I1SO format: YYYY-MM-DD

5 Must be in ISO format: YYYY-MM-DD and cannot be in the future OR older than dateFrom.
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Transaction history response body will contain data (elements) that is equal to other online and mobile
banking channels in HPB (including debtor/creditor element). If TPP needs to access more detailed

TPP Implementation Guide v3.2

information for particular transaction from the transaction list, TPP is advised to make transaction details
request using transaction unique identifier.

5.3.  Transactions Response Pagination

When accessing transactions history for a given account and given period, HPB will assess a total count of
transactions that must be presented to TPP and in case that total count exceeds 25, pagination will be
invoked.

HPB supports pagination of transactions response as described:

e Pagination is invoked only if more than 25 transactions need to be presented,

e |f pagination is invoked, response body will contain new element with a ,,next” link,

e linksto ,previous”, ,first”and ,last” page are not supported on Production environment,
e Every page within the invoked pagination contains 25 transactions (last one possibly less),
e last page of pagination will not have ,,next” link signalizing to be the last page,

e TPP should make GET request to every ,next” link to access all transactions,

e TPP should keep request headers as in initial call,

e The ,next”link given consists of query parameters that must not be changed,

e Pagination resource (all pages) is available for 3 minutes and expires after (for every page).

TPP should be aware that some business users (large corporate clients) might have a huge number of
transactions and should therefore optimize their query by using dateFrom and dateTo query parameters
to build more requests with smaller periods.

Response example:

" links": {
"next": {
"href": "/vl/accounts/9000197900/transactions?bookingStatus=bookeds&da-
teFrom=2018-01-01&dateTo=2022-03-01&tranId=3456abc&withBalance=false"
}
}
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6. PIS resource implementation guidelines

6.1. Without debtor account

TPP Implementation Guide v3.2

Additional possibility for TPP and PSU clients is creating a payment resource without providing
debtorAccount object in JSON. In that case, PSU will have option to select any IBAN it has access to, after
completing SCA.

This option helps TPP clients to have a more flexible payment initiation and helps PSU to select any IBAN
available as debtor account, during the authorization of the payment. This feature is available both on
oAuth2 Redirect and Decoupled approach.

{

"instructedAmount": {
"currency": "HRK",
"amount": "1.99"

bo

"creditorAccount": {

"iban": "HR9323900010000000410"
}y
"creditorName": "John Doe",
"creditorAddress": {
"streetName": "Test street",
"buildingNumber": "1",
"townName": "ZAGREB",
"postCode": "10000",
"country": "HR"
b
"purposeCode": "OTHR",

"remittanceInformationUnstructured": "Free Description Here",

"requestedExecutionDate": "YYVYY-MM-DD",
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7. Confirmation of Funds/Funds Check Service (CoF/FCS)

To start the request, only TPPs with a valid PIISP license should make a request to /v1/funds-confirmations
endpoint with body shown in example below:

{

"account":
{"iban": "HR9323900010000000410"},
"instructedAmount": {
"amount": "1.00",
"currency": "HRK"

H}

Response will contain element “fundsAvailable” with value “true” or “false” depending if there is enough
amount of money, or not.

Please note that HPB supports only requests for IBAN accounts. Card accounts requests are not supported.

8. Support

Email: psd2.support@hpb.hr (Support in Croatian and English.)

NOTE: When creating support request or sending email enquiry for the Production environment, TPP
should follow guidelines and rules defined in our “Support procedure for problems and incidents related
to the Bank’s dedicated interface” document that regulates reporting procedure, resolution procedure,
response and resolution time, working hours and escalation process (available on the link below).

Useful links & Related documents:

HPB PSD2 dedicated webpage: https://www.hpb.hr/hr/psd2-hpb-open-api-portal/318

HPB PSD2 API docs: https://api.openbanking.hpb.hr
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